Privacy, Data Protection & Information Security Policy

Applies to all business streams of Emil Dale Academy Full-Time and Part-Time
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1. Introduction

1. This Policy describes the principles, controls and procedures that govern how Emil Dale Academy (EDA) collects,
uses, stores, shares and protects information across all business streams, including the weekend school and
private sector hours.

2. It sets out high-level expectations for anyone processing information (digital or physical) on behalf of EDA and
ensures data quality, legal compliance and information security are embedded in academic, administrative and
commercial activities.

3. Information Security embedded in this policy and across the business provides everyone (e.g. students, staff, and
third parties) with clear and consistent instructions on how to protect themselves, others, and EDA IT assets (e.g.
data and services) from ever-evolving cyber threats. The policies, associated processes, and procedures help
reduce information-related risk to tolerable levels.

4, Non-compliance puts everyone at risk (including EDA) from cyber threats and legal and regulatory penalties.
Therefore, this may lead to the removal of IT equipment, services and account privileges. In some cases,
disciplinary measures might be pursued, which may also lead to legal action. A breach may result in damage to
you or your colleagues and friends, such as loss of control over personal data, discrimination, identity theft or
fraud and financial loss.

2. Scope

3. This Policy applies to all personal and institutional data processed by or on behalf of EDA, whether captured on-site
or off-site, online or offline, and regardless of medium.

4, It covers:

a. students and applicants (including Emil Dale Part-Time, masterclasses and taster sessions)
b. staff

c. freelancers

d. alumniand donors

e. parents/guardians

f.  suppliers

g. other third parties.

5. All departments are responsible for the collection, management, maintenance and security of the data they hold,
with particular care for personal data and inventories of processing activities.

6. The Business, Compliance & Strategy Manager fulfils the role of Data Protection Officer (DPO) and oversees
procedures relating to data protection and information security.

7. Breaches of this Policy may result in disciplinary action; serious breaches may result in dismissal and/or legal

action.
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3. Terminology and Definitions
Data Controller — determines the purposes and means of processing personal data (EDA for staff and students).

Data Processor — processes personal data on behalf of the controller.

DPIA - Data Protection Impact Assessment, is a systematic process to identify, assess, and mitigate the data protection
risks of a project or plan involving personal data.

ICO — Information Commissioners Office, upholds information rights in the public interest, promoting openness by public
bodies and data privacy for individuals.

Personal Data — information relating to an identified or identifiable person (e.g. name, ID, location, email).
Processing — any operation on personal data (collecting, storing, sharing, altering, deleting).

Personal Data Breach — security breach leading to accidental or unlawful destruction, loss, alteration, disclosure of or
access to personal data.

Special Category Data — data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs,
trade-union membership, genetic or biometric data for identification, data concerning health or a person’s sex life or
sexual orientation, and data relating to criminal convictions where applicable.
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4. Legal and Regulatory Framework

8.

10.

EDA complies with relevant UK law and regulation, including:

Data Protection Act 2018

UK GDPR

Computer Misuse Act 1990

Copyright, Designs and Patents Act 1988
Human Rights Act 1998

Regulation of Investigatory Powers Act 2000
Terrorism Act 2006

Counter-Terrorism and Security Act 2015.
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Where applicable, sector codes of practice (e.g. HESA data collection codes) inform EDA’s approach to honesty,
impartiality and rigour in data preparation and returns.

When devising this policy, references have been made to the principles of honesty, impartiality and rigour, as
outlined by the HESA’s data collection Codes of Practice, which applies equally to all data collections:

Table 1: Principles of data preparation

Principles of data preparation by Higher Education Providers (HEPs)®

Honesty

Data should genuinely reflect the characteristics, events, and objects being reported on, to the best of the HEPs
ability. Processes and systems to collect, prepare, and submit data should be designed to enable this. Providers
should be transparent in all discussions of the data, and not withhold information that bears on their accuracy or
interpretation. The data collector should be informed promptly if errors are found after data has been submitted.

Impartiality

Data should be collected, prepared, and submitted with impartiality and objectivity. This process should never be
influenced by organisational, political, or personal interests. HEPs should implement controls to ensure that
those dealing with data collections are protected from such interests.

Rigour

Data should be collected, prepared, and submitted using repeatable and documented processes that can
withstand scrutiny. When processes change, records should be kept of previous versions. Estimates and
assumptions should be defensible, evidence-based, and documented, and the effect on the data tested.
Assumptions and estimates should be reviewed regularly.

5. Roles and Responsibilities (including DPO)

10.

All users of EDA information and systems share responsibility for protecting information assets and complying
with this Policy. Specific responsibilities include:

1 Source https://www.hesa.ac.uk/innovation/data-landscape/Codes-of-practice/Supply-side
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Owner/Governance: approve the Policy, oversee risk and assurance.
Data Protection Officer (DPO): oversees compliance; advises on DPIAs; manages rights requests; maintains
breach log; reports notifiable breaches to the ICO within statutory timescales; provides training and
guidance.

c. Senior/Line Managers: ensure staff awareness, training completion, and adherence to Policy and
procedures; enforce access controls; address non-compliance.

d. All Staff/Freelancers: safeguard information according to classification; use EDA systems responsibly;
report suspected incidents immediately; keep records accurate and up to date.

e. IT Services/Providers: implement technical and organisational measures; maintain logging/monitoring;
support incident response and business continuity.

6. Principles of Data Protection (UK GDPR)

11. Personal data must be:

i processed lawfully, fairly and transparently;
ii. collected for specified, explicit and legitimate purposes;
iii. adequate, relevant and limited;
iv. accurate and, where necessary, kept up to date;
V. kept no longer than necessary; and
vi. processed securely with appropriate technical and organisational safeguards.

12. EDA also observes accountability and documentation obligations, including records of processing activities, DPIAs
where appropriate, and privacy notices.
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7. Lawful Grounds for Processing

13. EDA relies on the following legal bases as appropriate:

a. performance of a contract (e.g. enrolment/employment)
compliance with legal obligations
c. legitimate interests (e.g. service improvement, safeguarding, fraud prevention, network security and
optimisation)
consent (used when necessary and where freely given)
vital interests
f. tasks in the public interest.

14. Where legitimate interests are used, EDA assesses potential impact on individuals and honours rights to object.

8. Ways EDA Collects Data

15. EDA may collect data when individuals:

enquire

complain or provide feedback

correspond by post/email/forms

apply or enrol

attend classes, workshops, auditions or events
register donations

update details
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subscribe to communications
complete forms, surveys and promotions

j. provide goods/services

k. apply for roles

|. attend interviews/assessments
m. interact with EDA social media.

9. What Information EDA May Collect

16. Information provided directly (examples):
a. ldentity and contact data (name, title, date of birth, addresses, email, phone, pronouns).
b. Academic history, qualifications, references, headshots, monitoring information.
c. Feesand funding (billing address, card/bank details, grants/loans/bursaries).
d. Student academic records (ULN, results), graduate audition outcomes (for promotional use).
e. Employment/background (for staff applicants): work history, income, DBS, insurance, references.
f.  Survey and feedback data.
17. Information collected by EDA directly (examples):
a. Correspondence metadata; website transmissions; in-person data during services and outreach; transactional

data.
Website usage/technical data (IP, device info, browser/QS, time/date, page views, search queries).
Imagery and CCTV across premises with signage.
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10. Special Category Data

18.

19.

EDA may process special category data (e.g. health/disability for reasonable adjustments;
ethnicity/religion/sexual orientation for statistical monitoring; financial status for scholarships; criminal
convictions for safeguarding).

Processing will rely on explicit consent or other lawful conditions (vital interests, substantial public interest,
archiving/statistical purposes) and be supported by appropriate policy documents and safeguards.

11. How EDA Uses Personal Data (Purposes)

20.

Examples include:

a. Monitoring attendance (including timetabling/access card data) to meet course and visa requirements
and safeguard wellbeing.

Processing transactions and payments; debt recovery.

Tracking outreach effectiveness; managing casting enquiries using records of auditions.

Managing relationships (terms updates, notices, surveys); providing customer support.

Fundraising and memberships as a registered charity.

Competitions, prize draws, and surveys.

Recruitment of employees/contractors.

Marketing and advertising (respecting preferences/consent and the right to unsubscribe).

Publicity: use of photographs/films in print/online publicity, social media and press releases.

Analytics to improve websites/services/relationships.

Suggestions and recommendations via selected suppliers/partners (with consent where required).
Research using aggregated/anonymised data.

Compliance with policies, procedures and laws; legal claims; protecting rights and safety.
Student-specific examples: CCTV, card access and IT interaction data to maintain campus and systems
security; identity photographs for teaching and event identification; sharing with validating partners for
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societies/services on legitimate interests.

12. Retention and Disposal

21.

22.

23.

24.

25.

26.

EDA retains personal data only as long as necessary for legal or operational purposes.
Certain records (e.g. degree/award to named individuals) are retained permanently.

For students, core student records (name, DOB, ID, course, dates, transcript and award) are kept permanently to
provide references.

Other data will be removed once a student turns 25 (two-year course) or 6 years following graduation (three-year

or one-year course).
If multiple courses are studied, the retention period follows the last course completed.

Data based on consent will be deleted if consent is withdrawn.

13. Data Governance Standards

27.

EDA adopts governance standards to ensure data is:

a. consistently defined
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28.

collected for clear purposes

stored in official repositories

accessible to authorised users

captured/entered once

maintained through effective update procedures

auditable and traceable;

processed only where a lawful basis is identified and recorded
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i. shared externally only under agreements
j. stored securely.

Where applicable, HESA principles (Honesty, Impartiality, Rigour) guide preparation and submission of data
returns and EDA will promptly inform data collectors if an error is identified post-submission.

14. Data Sharing (Controllers, Processors, Ad-hoc, International)

29.

30.

31.

32.

33.

EDA may share data with:

a. other Controllers (e.g. validating institutions, awarding bodies)
b. Processors providing services on EDA’s behalf; and
c. authorities in emergencies or where required by law.

Controllers: data sharing agreements should be in place and privacy notices must inform subjects of disclosures
and purposes.

Processors: written contracts must define subject matter, duration, nature and purpose, data types and
categories, and include obligations to act only on written instructions; ensure confidentiality; secure processing;
govern sub-processors; assist with rights requests and DPIAs; notify breaches; return/delete data at end of
contract; and submit to audit.

Ad-hoc/emergency sharing: record circumstances, date, information shared and reasons as soon as practicable.

International transfers: most data is stored in the UK/EU; where data leaves the UK/EU EDA ensures adequacy or
appropriate safeguards (e.g. IDTA/UK Addendum/Standard Contractual Clauses) and robust contracts.

15. Data Quality Standards, Principles and Objectives

34.

35.

Principles include: Accuracy, Completeness, Consistency, Currency, Precision, Privacy, Reasonableness, Integrity,
Timeliness, Uniqueness, Validity.

Objectives include: clear responsibilities and awareness; defined policies and procedures; validated systems and
processes; secure storage and access; and staff development with responsibilities embedded in job descriptions.

16. Information Security Fundamentals

36.

All users must:

Handle information per the Information Handling/Classification policy.

Safeguard information according to classification; apply appropriate technical/ organisational measures.
Grant access only on a legitimate need-to-know basis.

Report suspected breaches to Line Manager and DPO immediately.
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Take personal responsibility for IT resources and acceptable use.
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17. Monitoring and Logging

37.

38.

39.

EDA does not routinely monitor internet usage, email or documents

However, monitoring and review may occur when necessary to protect rights, property or safety, to preserve
system integrity (e.g. incident investigations), or to comply with legal obligations (e.g. lawful requests, court
orders).

EDA and systems providers may maintain transactional logs (e.g. geolocation area, device/software type, IP,
browser settings, timestamps, language, cookies).

18. Third-party Services and Cloud (incl. Microsoft 365)

40.

41.

42.

EDA provides official systems for EDA business. Use of third-party services requires express permission from a Line
Manager.

EDA uses Microsoft services (e.g. Outlook, OneDrive, Teams) for email, storage and collaboration; information in
these services is encrypted in transit and at rest.

Vendors must meet contractual and security requirements, including data protection clauses and transfer
safeguards where relevant.

19. Data Security Breaches and Escalation

43,

44,

Report all suspected or actual incidents immediately to your Line Manager who will notify the DPO. Examples

include:
a. loss/theft of confidential information or devices
b. accidental/unauthorised disclosure
c. unauthorised modification
d. malware or denial-of-service
e. compromised accounts
f. compromise of locations holding confidential information or critical equipment.

EDA must notify the ICO of a reportable breach within 72 hours of becoming aware. Failure to report promptly
may lead to disciplinary action.

20. Individuals’ Rights and Requests

45,

46.

47.

48.

Individuals may exercise rights of access, rectification, erasure, restriction, portability and objection, and may
challenge automated decision-making.

EDA will respond within one month (extendable for complex cases).
Fees may apply for unfounded, repetitive or excessive requests.

Submit requests in writing to: Data Protection Officer, Emil Dale Academy, 60 Wilbury Way, Hitchin, SG4 OTA,
United Kingdom, or via the published DPO email address.

21. Training and Awareness

49.

EDA provides mandatory training at induction and at regular intervals; additional modules may be required for
certain roles (e.g. Finance).
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50.

Training supports compliance with data protection, information security, incident response and data quality
standards.

22. Compliance and Enforcement

51.

52.

Non-compliance may result in removal of IT equipment/services and account privileges, disciplinary measures,
and where appropriate legal action.

Breaches of this Policy are recorded and reviewed; systemic issues result in corrective actions and policy/process
updates.

23. Policy Implementation and Review

53.

54.

55.

Line Managers must ensure this Policy is communicated and embedded in local processes.

The DPO will review this Policy annually or sooner if legislation, guidance or operational practice changes
materially.

Related procedures (e.g. incident response, data handling) are maintained and referenced in the Appendices.

24. Document control

Version Number Date of Issue Review Date Author Changes Made/ detail

01

22.10.2025 September 2026 [Sarah Moore - |Initial consolidated policy release
DPO (Business, |(merged legacy policies and student
Compliance & notice).

Strategy
Manager)
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Appendix A: Data Breach Response Procedure (Step-by-Step)

Step 1 — Identify & Contain: stop further data loss, isolate affected systems/accounts, change credentials, preserve
evidence.

Step 2 — Report Immediately: inform your Line Manager and the DPO; log key facts (who/what/when/how/where).

Step 3 — Initial Assessment (DPO): classify severity; determine personal data impact; decide on ICO notification within 72
hours and any law-enforcement engagement.

Step 4 — Notify Affected Individuals (where required): provide clear information, support, and risk-mitigation advice.
Step 5 — Remediate: recover, patch, revoke access, improve controls; agree actions with IT and relevant managers.

Step 6 — Post-Incident Review: root-cause analysis, lessons learned, update training/policies; record in breach register.

Appendix B: Data Classification & Handling (Summary)
Public: approved for public release; minimal restrictions.

Internal: day-to-day business information; share only within EDA unless authorised.

Confidential: personal data or sensitive business information; restrict to need-to-know; encrypt in transit and at rest; do
not email externally without encryption and authorisation.

Strictly Confidential: special category data, criminal data, and highly sensitive business information; enhanced controls;
explicit authorisation; limited storage locations; multi-factor authentication; audit trail required.
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